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In part one of The Data Dilemma, we explored the
impact that recent industry changes are having on how
customer location data is gathered, evaluated, and
deployed to achieve business outcomes.
In this second portion, we are turning our attention to
anonymous data, mainly third-party cookies—how they
were developed, what the intention was behind their
implementation, and why this once cutting-edge
technology will soon be relegated to the dustbin of
internet history.
We’ll also examine the topic of consumer privacy and
how new policy changes, along with major tech
companies’ recent decisions on how a user’s online
activity should be tracked, are reshaping online
advertising as we know it.
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Overview of
cookies

1.0

HTTP cookies—also known as web cookies, internet

gave website administrators a mechanism for tracking

cookies, browser cookies, or simply cookies—are

who was visiting their site and what their prior activity

small pieces of data stored on a web browser while a

looked like. For example, cookies allowed websites to

user is browsing a website. They were invented by
programmer Lou Montulli in 1994 while he was an
engineer at Netscape, a pioneering Silicon Valley
technology company that developed (among other
things) Navigator, one of the earliest web browsers.
In an effort which would eventually lead to the rise of
ecommerce, Netscape and Montulli wanted to help
make websites a viable channel for commercial
enterprises. The challenge at the time was that
websites were not particularly good at creating
positive customer experiences.

“83% of internet users in the
United States are concerned
about their online privacy.”
Consider a brick-and-mortar flower shop located on a
busy city street. The store owner is able to do things
like greet customers as they come through the door,
distinguish returning or frequent shoppers from new
ones, and make recommendations and guide
customers to the most relevant products or aisles.
Websites, on the other hand, had no means of
understanding who was visiting or what their behavior
was once they landed on a page—everyone who came
to a website was an unknown stranger, even if they had
previously interacted with it on multiple occasions.
Enter the cookie. This groundbreaking innovation
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“remember” selected preferences, viewed pages or
items, and information that had previously been entered
into form fields—like names, addresses, passwords,
and payment information.
On the surface, cookies benefited all parties involved
in the online browsing experience; users could enjoy a
website state customized to their preferences and prior
behavior, and site operators could use this information
to better serve their customers’.
However, like most new developments, that which can
be used to benefit can also be used to exploit.

Not all cookies are created equal
First, it’s necessary to differentiate between the two

In April 2021, Apple released an updated version of its

primary types of web cookies: first-party cookies and

“A Day in the Life of Your Data” report which provided

third-party cookies.

further insight into the harmful ways personal data can

First-party cookies are those which are stored under
the same web domain that a user is currently visiting.

be harvested and then used to track and target users.
What it revealed was nothing short of shocking.

These cookies help the administrators of that particular

Using the example of a father spending the day at a

web property identify users as they move between

park with his young daughter, a completely innocuous

portions of the website, make preference selections,

activity during which no one would reasonably expect

add items to a shopping cart, and conduct other

personally identifying information to be collected, Apple

activity on the site.

demonstrated how supposedly anonymized data could

First-party cookies are those that store information
utilized by the website owner themselves. Most

be used to assemble detailed personal profiles and
track users’ precise geolocational movements.

websites these days, particularly ecommerce sites,

Apple’s report explained how instances of simple,

utilize first-party cookies in some form or fashion.

everyday smartphone use—using a maps app to

Using them in this manner, that is, to enhance a

check traffic conditions, making an online purchase

user’s experience while browsing a site, is relatively

with a credit card, even taking a selfie—can result in

uncontroversial among consumers, corporations,
and governments.
Third-party cookies, on the other hand, are cookies
placed on websites that store information utilized by
entities other than the website owner. Some examples
of such cookies include those that tell the marketing
partners when a user the partner has targeted has
come to the destination website, cookies that do
analytics on traffic and website performance, and
cookies that enable third parties to feature a
customized experience.
While many third-party cookies are utilized for beneficial purposes (such as measuring the effectiveness of
marketing and website performance), there are some
use cases of third-party cookies that are far more
questionable in nature.
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the accumulation of massive amounts of personal data
which can then be sold to third parties who then use it
for a multitude of further unconsented to purposes.
The picture the “A Day in the Life of Your Data” paints
is sobering: millions of people are unwittingly giving up
huge quantities of personal information to unknown
parties for any number of unknown (and undesired)
uses—and consumers are finally starting to take note.
In fact, 83% of internet users in the United States are
concerned about their online privacy.

Challenges & the
changing industry
landscape

2.0

Due to escalating consumer concerns, various

privacy protections for California consumers as the

jurisdictions around the world have begun enacting

right to know what personal information businesses

stricter regulations to protect consumers’ data privacy.
The EU, for example, enacted the General Data
Protection Regulation (GDPR) in 2018 for the stated
purpose of “[laying] down rules relating to the
protection of...persons with regard to the processing
of personal data” and “[protecting] the fundamental
rights and freedoms of...persons and in particular
their right to the protection of personal data.”
Provisions in the regulation mandate that trackers
clearly disclose any data collection they are
conducting, state the legal basis and purpose for the
collection of data, and disclose both how long data is
being retained and whether it is being shared with any
third parties or outside of the European Economic

collect about them and how that data is shared, the
right to delete this personal information, the right to
opt out of the sale of their personal information, and
notably, the right to non-discrimination on the basis of
exercising the rights protected under the CCPA.
Even more recently, Virginia adopted the Virginia
Consumer Data Protection Act (VCDPA), becoming
the second state to enact comprehensive data privacy
legislation. Similar to the CCPA, the VCDPA will grant
Virginia residents the rights to access, correct, delete,
know, and opt-out of the sale and processing of their
personal information for targeted advertising purposes
once the law goes into effect in January 2023.

Area (EEA).

The shifting corporate response

The enactment of the GDPR has prompted a number

In response to these new regulations and ongoing

of data companies, perhaps most notably the Califor-

concerns about user privacy, several of the largest and

nia-based cross-device identity firm Drawbridge, to

most influential technology companies are also now

pull its advertising business out of the EU rather than

leaning into data transparency on behalf of consumers.

attempt to comply with the new regulations, which

Many of them are moving forward with various

company leaders claim would drastically impact the

initiatives to reduce the ability to leverage third-party

efficacy of Drawbridge’s services.

data to track consumers’ online behavior and use it

New regulations are being enacted in the US as well.
The California Consumer Privacy Act (CCPA) went into

to serve ads to them on third-party websites and on
mobile devices.

effect in 2020 with the purpose of “[giving] consumers

This development is particularly notable because a

more control over the personal information that busi-

number of these companies have previously generated

nesses collect about them” and explicitly secures such

massive revenues from offering advertising services
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enabled by third-party data. But it appears as though

Google, too, has said that the company won’t be

years of consumer privacy concerns have pushed the

developing any alternative methods to track users

industry to an inflection point.

online once it begins blocking third-party cookies in its

Apple’s Safari browser and Firefox have already begun
blocking third-party cookies by default, and Google

Chrome browser and that moving forward, all of its web
products will be driven by privacy-preserving APIs.

intends to implement similar changes to its Chrome

The message from these companies is clear: don’t try

browser within the next two years. Together, these

to find any workarounds, because we are committed to

three entities hold nearly 83% of the desktop internet

blocking them.

browser market share.

As was noted in The Data Dilemma: Part 1, companies
are also bringing greater transparency to customer
data that is shared across apps. (Many apps leverage
information from other apps to gather information
about consumers for, among other things, advertising
purposes.)

“96% of users are opting out of
data tracking in iOS.”
With the iOS 14.5 update released in April 2021, for
instance, Apple is increasing visibility into this practice
and directly giving users the opportunity to decline
cross-app data sharing via an explicit opt-out
notification screen:

Apple has made explicit its intent to block attempts
to circumvent its new limitations on user tracking.
Specifically, Apple will prevent trackers from 1) using
the cookies that are blocked as a signal for understanding user behavior, 2) capturing data associated with a
user’s logged-in state, and 3) placing a seven-day limit
on script-writable storage.
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Fig. 1: Cross-app tracking notification
(Image Source)

Apple’s decision to place this choice directly in front
of users is already having seismic implications for app
developers and marketers who rely on cross-app data
collection for ad targeting: data published mere weeks
after the update was released show that users in the
U.S. are opting out of data tracking 96% of the time.
Following suit, Google also recently announced that
it would make similar changes to Android devices
by late 2021, that is to say that if a user opts-out of
personalized ads, their Advertising ID will not be
available.
The trend is clear: we have entered the Age of
Consumer Privacy (Fig 2.). Users, corporations, and
jurisdictions are all embracing greater transparency
and privacy when it comes to user data. The impact
of this trend on the world of online marketing cannot
be overstated. Because the data sources for many ads
come from third-party cookies and cross-app data, the
online ad market is experiencing unprecedented levels
of disruption.

Fig. 2
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Transparency
and the rise of
first-party data

3.0

If anonymous data is dying a not-so-slow death, then building a first-party customer database is critical. The data
may take many forms, but typically, the data refers to unique assets used to identify a consumer. More often than
not, most customer data collection revolves around a consumer’s online identity—such as a consumer’s email or
phone number. It can come from an advertiser’s social media accounts, website visitors, app users, or from some
sort of physical exchange (e.g. a customer filling out a survey or loyalty program form in-store). Read on as we
break down the online and offline identifiers used to realize customer identity.

Online identity
A consumer email address offers two important

consumer’s lifetime value? You need their identity. In-

features that an anonymous cookie cannot: it is

terested in demographic information of your consumer

persistent and consistent.

base? You need identity.

Unlike cookies, a consumer’s email is remarkably

Because brands are now recognizing the importance

persistent—in many cases more persistent than the

of first-party consumer email addresses, there has

consumer’s physical address. A consumer’s email

recently been significant movement toward greater

does not deteriorate over time, nor does it need to be

first-party data collection across a range of industries.

updated after browser setting refreshes. It survives site

Major players in consumer packaged goods (CPG), for

updates, hardware upgrades, even website hacks. And

example, a category which has traditionally relied on

it is consistent across platforms since most users do

third-party distributors and which previously did not

not use separate email addresses for separate

pay much mind to building first-party databases,

publishers, apps, or devices.

are now investing heavily in developing direct

As a result, because an email address is used so
ubiquitously as part of online registration or checkout
processes, it has come to represent a consumer’s
defacto online identity.
Want to know who your most valuable consumers are?
Answering that question almost always starts with
consumer identity. Want to be able to determine a
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relationships with their consumers in order to collect
data firsthand. Brands like Purina, Guinness, and
Proactiv have all recently pivoted toward developing
immediate touchpoints with consumers, such as
launching direct-to-consumer (D2C) ecommerce sites.
Most, if not all, online brands inherently engage in
some form of first-party data collection.
For all of the reasons discussed above, more and

more websites are offering consumers incentives in
exchange for their email addresses. The proliferation
of the newsletter registration pop-up (e.g. “sign up for
our newsletter and receive 10% off your first order”), is
certainly a sign of the times. Other online avenues may
include affiliate discounts, requiring login, and other
incentives. But all of these tactics are saying the same
thing: first-party data is critical.

“Nearly 80% of total dollars spent
in the U.S. are spent offline”
And while collecting first-party data may be a fairly
straightforward and intrinsic practice for online
companies, it can be exceptionally challenging for
offline brick-and-mortar businesses to execute.
Let’s take a moment to understand why.

Collecting online identities offline
Despite the explosive growth seen in ecommerce,
physical retail still accounts for nearly 80% of total
dollars spent across the U.S., yet capturing customer
data at brick-and-mortar businesses still remains a

the customer data digitally and save cost on paper, but
many guests don’t want to deal with tracking paper
receipts for their various transactions.
That said, there are also drawbacks to this method of
data capture in the form of infrastructure and data
integration. For example, if a hotel wants front desk
associates to have the capability of emailing a guest
with a digital receipt, this setup often requires an
integration between the point-of-sale system and the
hotel’s CRM database, training for the associates to
incorporate this practice into their checkout process,
and possibly validation requirements built into POS.

significant challenge. Analog tactics like newsletter

Plus, if a checkout line is particularly busy at any point

sign-up forms, comment cards on tables, and

in time, email collection can become cumbersome and

business card drops are inefficient at best and very

is likely to be skipped entirely, either by the associate or

difficult to scale.

the consumer.

However, over the past few years, there have been

Moreover, many customers are still adverse to

several advancements that allow physical locations to

providing their email addresses for electronic receipts.

capture consumer data digitally and at scale. Below,

Clothing retailer L.L. Bean recently estimated that 70

we’ve broken down the top three methods and

percent of their customers still prefer printed receipts

provided evaluations for each.

over e-receipts.

Digital Receipts: Offering to email the customer

And all of that is to say that if a business is using a

a receipt is one easy way to collect customer email

third-party service to capture email at POS, there’s

addresses at point of sale. Not only does this capture

a good chance that the business will not actually be
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collecting customer identity. More often than not, the

Once a loyalty program is in place, considerable

customer emails collected would be owned by the

marketing effort is required to promote the program

third-party service provider and anonymized for use

and generate sign ups on an ongoing basis. And

by the business.

while a well-run loyalty program can be very valuable

Loyalty Programs: At its core, a loyalty program is a
means of rewarding customers with various incentives
for their frequent or continued engagement with a
brand. In short, the more a customer purchases, the
more rewards they get.
In order to sign up for a loyalty program, it is often
necessary to provide each consumer with a unique
identifier, often in the form of customer number, email
address, or phone number, to be able to associate
their loyalty account with their transactions. In this way,
loyalty programs offer significant opportunities to capture customer data, not only at sign up, but also in the

for understanding consumer identity and behaviors,
consumer adoption seems to have a natural cap. The
best loyalty programs seem to have an adoption rate of
around 25% of consumers.

WiFi Access: One of the best ways to integrate
first-party data capture into an in-store experience is
to create a value exchange for the customer and allow
them to input their contact information themselves
(Fig. 3). Providing access to a guest WiFi network in
exchange for an email address, for example, creates an
interaction where the merchant is providing something
desirable in return for customers’ personal information.

form of their member profile, surveys, and customer
feedback.
These days, where consumers have so many
options to choose where to spend their dollars,
loyalty programs can also help brands retain and stay
engaged with their customers. Data shows that loyal
customers buy 90% more frequently, spend 60% more
per transaction, and deliver 23% more revenue and
profitability than first-time purchasers.
There are, however, limitations to loyalty programs as
well.
First, it often takes significant investment either in a
third-party provider or in building the appropriate
infrastructure to support a loyalty program. Nearly all
loyalty programs require some level of customization
to the business and data integration, as well, which
can result in significant cost and time to market.
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Fig. 3: WiFi portal with email capture.

Don’t think providing a guest WiFi experience is that
important? The statistics speak for themselves: 96%
of consumers prefer a business that offers free WiFi.
Furthermore, over half of customers spend more at

businesses that offer free WiFi. And perhaps most

access points, enabling customers to quickly pull up

importantly of all, nearly 75% of consumers are fine

the access portal on their mobile devices. This tech-

with providing their email addresses in exchange for

nology, which for years was stubbornly resistant to

free WiFi access.

widespread consumer adoption, has certainly taken off

Plus, WiFi can be leveraged not only to capture
customer data, but to also showcase incentives for
customers. Many WiFi portals can surface promotions
to further entice a customer to provide their contact
information. Merchants can take a page right out of the
ecommerce playbook and include a “10% off today’s
purchase” offer for signing into the WiFi network, or
maybe even a refer-a-friend promotion.

“Consumers are spending more
time than ever on their phones:
an average of 5-6 hours per day.”

during the pandemic.

Offline identity
What is the one thing that all of us in modern society
have with us all the time? Credit card? Drivers license?
A quick glance at a coffee shop, concert venue or
high school basketball crowd will tell you that it’s our
mobile device. More than 85% of Americans own a
smartphone, which is significantly higher than laptop/
desktop and tablet ownership, and we are spending
more and more time on our phones—on average 5-6
hours on our phones per day! Our phone usage has
eclipsed all forms of entertainment, including TV.

Across all of these instances, placing signage

Mobile phone usage has become so ubiquitous that

prominently and promoting the WiFi offering within the

they now represent our de facto identity: if a marketer

location is key to encouraging sign-ups, and in some

can know the phone, they can know the consumer’s

cases can increase contact collection rate by up to

offline identity. In other words, if marketers understand

30% according to Adentro’s own analysis (Fig. 4).

where the phone goes in the real world, they can also

QR codes are especially effective on signage as WiFi

get a sense of consumer behavior in the form of the
types of businesses they visit and when.
Taking this a step further, if a phone can then be
paired with an email address then, and only then, will
marketers have a full online and offline view of a
consumer. In other words: true consumer identity.
So what can you do with true consumer identity?
A LOT.
Once a customer’s complete identity has been
captured, marketers now have visibility into both their
online behavior AND offline behavior. Now, instead of
knowing that they simply opened an email the business

Fig. 4: QR code signage with sign-on incentive.
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sent to them, marketers are able to see whether or not

things as customer lifetime value and the 360-degree
Lou Pirandello
miseryam@mail.com
Washington, DC
Age: 28
12 Visits per month

Sam Beckett
stopwaiting@yahoo.com
Arlington, VA
Age: 35
1 Visit per month

Tony Morrison
nobelwinner@verizon.net
Gaithersburg, MD
Age: 41
3 Visits per month

view of the consumer journey between online and
offline interactions.
Companies like Adentro are helping marketers achieve
true consumer identity.
Once a consumer signs into a guest WiFi experience,
the email that the consumer enters is matched to the
device from which the email is sent. As a result, each
time that the device is picked up by WiFi sensors at
different locations, Adentro can know that the
consumer is at those locations. In many cases, this
can be done even if the consumer does not take their
phone out of their pocket because almost all
smartphones are set to automatically seek WiFi
signals at all times, even when not in active use. These
pings act as notifications to the Adentro-enabled WiFi

they visited the physical store after being exposed to
the email.
Further, marketers can develop personalized
campaigns based on customer behavior in-store.
For example, if a customer typically visits a coffee shop
twice a month and suddenly stops coming, the coffee
shop could employ offline retargeting—the concept of
retargeting in-store visitors with online advertising after
a lapse in visits—to bring the customer back in. Or, if
consumers are clicking on the restaurant owner’s
social ads but are not coming into the restaurant, the

access points in each location which, in turn, update
customer profiles to count visits.
Solutions like Adentro thus allow brick-and-mortar businesses to leverage their guest WiFi to track
customers’ visitation and transactional behavior—how
often they come in, how long they stay, how much they
spend per visit—allowing merchants to both target
(and retarget) particular types of customers (high-value
visitors, infrequent visitors, lapsed customers, etc.)
and more accurately measure the performance of their
marketing efforts.

marketer may want to repurpose those ads to more

Now, instead of measuring the effectiveness of an ad

effective channels. Or, if a hardware shop is interested

or email based on proxy metrics such as click-through

in new consumers, it can run acquisition campaigns

rate or impressions, you are also able to see precisely

based on look-alikes of their in-store consumers, not

how many customers that ad drove into your physical

just their online consumers.

store—giving you a picture of the true, holistic impact

This level of insight not only enables smarter consumer
targeting, but also provides unique visibility to such
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of your advertising efforts.
Let’s take a look at an actual case study:

A Real-World
Example

5.0

The legendary Coyote Ugly Saloon, whose first location

Coyote Ugly implemented the Adentro solution and

opened in New York in 1993, is known for its wild

began collecting customer contacts using the bar

atmosphere and bartop antics. But even this celebrated

locations’ guest WiFi network, allowing them to build

watering hole, which bills itself as “the most famous

a rich customer database for email marketing.

bar on the planet,” wasn’t immune to common digital
marketing woes.

Email marketing campaign results were measured using

“This information helps us
continuously craft better
marketing messages and get
them in front of the people who
are more likely to become new
customers,” Killingsworth
said of the insights provided by
Adentro. “It’s all based on real
data we’ve collected on existing
customer preferences.”

visit a location after seeing a message. Following the

Traditional metrics like impressions, clicks, engage-

Within two months, Coyote Ugly managed to cut its

ments, and followers were inadequate at showing

new customer acquisition cost by 50% and increase

whether an ad actually drove a customer in. As the

engagement by 200%. Thanks to Adentro,

brand’s Chief Media Officer, Leejon Killingsworth,

Killingsworth was able to understand the actual ROI of

noted, “It was difficult for us to tell how effective our

the bars’ marketing campaigns for the very first time.

ads were in getting new customers into our locations.”
Killingsworth wanted a marketing tool that would show
clear return on investment (ROI) and allow him to make
informed decisions about creative based on actual
customer visits rather than vanity success metrics.
Enter Adentro.

12

the Walk-Through™ rate—the number of people who
success of Coyote Ugly’s email campaigns,
Killingsworth decided to extend Walk-Through™
measurement to his digital advertising.
In addition to measuring email performance, the
first-party customer data captured via the Adentro
platform can be used to create optimal audiences for
digital and social ad campaigns by leveraging the
profile characteristics of customers who have
actually visited. Adentro can then report on the
Walk-Throughs™ driven by these campaigns.
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